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Action Sought: Circulate the attached draft Cabinet 
papers for ministerial consultation 

Due Date 
14 March 2025 

(Deadline for feedback) 

Contact Person: Callum Butler, Manager, Strategy, Policy and Integrity 

Contact No:  

Encl: Yes – 3 Cabinet papers and a draft 

Regulatory Impact Statement 

 

Priority: High 

Security Level: IN CONFIDENCE 

Executive Summary 

1. You have requested advice on amending the Public Service Act 2020 during this 
calendar year. 

2. This paper provides advice on further changes discussed with you at our meeting on 
20 February and changes indicated on your feedback to our previous advice (MOSR 
2025-0135 refers). 

3. Attached are three draft Cabinet papers, and a draft Regulatory Impact Statement, for 
ministerial consultation. To meet your intended timelines, ministerial consultation 
and departmental consultation will need to be undertaken from 3 - 14 March 2025. 

Recommended Action 

We recommend that you: 

a agree to circulate the attached draft Cabinet papers for ministerial consultation. 

 Agree/disagree. 

b agree that the Public Service Commission will undertake departmental consultation 
concurrently to ministerial consultation 

Agree/disagree. 

c agree that Te Kawa Mataaho Public Service Commission release this briefing once 
decisions have been made by Cabinet. 

Agree/disagree. 

 

Hon Judith Collins KC       

Minister for the Public Service 

9(2)(a) privacy
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on your preferred and proposed amendments to the Public Service Act 2020. Analysis 
will be further developed and refined before publication when the Bill is lodged. 

Area for clarification: Restricting use of specific vendors, services and products 

9. Based on your direction at our meeting on 20 February, we have included in Cabinet 
paper 2 a proposal to allow the Public Service Commissioner to direct public service 
agencies to restrict the use of specific vendors, services and products. 

10. The Public Service has access to information that has national security implications. 
Certain technologies, particularly computer or mobile phone applications and internet 
connected devices, may present a security threat by allowing foreign governments to 
access government data. Of note, this includes both products that would be purchased 
for use, and free-to-use web-based or downloadable applications that do not require 
purchasing. 

11. The current practice for restricting the use of vendors, services or products provides 
few options: 

• The Government Chief Information Security Officer (GCISO) can issue guidance on 
the use of specific vendors or products, but this guidance is non-binding. We 
understand that GCISO has done so regarding several products. 

• The GCISO mandate is focused on cybersecurity, and it has fewer levers to take 
action in response to broader national security concerns (e.g. jurisdictional risks). 

• Cabinet could direct agencies not to use a vendor, service or product. We 
understand that you would prefer for Cabinet and Ministers to not make the 
determination of which vendors, services or products be restricted, to reduce 
perceived politicisation of the decision. 

12. The option that we discussed with you would involve the Commissioner issuing such 
a direction, following consultation with the Director(s)-General of NZSIS and/or GCSB 
and other agencies as appropriate (e.g. MFAT). We have also proposed that the 
Commissioner consult with the Minister for the Public Service. Given that Ministers 
and Cabinet are responsible for maintaining international relationships and 
obligations we think it is appropriate for the Minister to be involved in any decision 
that may affect these.  

13. Consistent with other similar legislation, we propose that the Commissioner would 
need to have regard to a range of considerations that will ensure the different 
elements of national interest are accounted for, including the nature and extent of the 
risk to national security or the national interest, the anticipated benefits of setting a 
direction in this context, New Zealand’s international obligations, and the principle 
that the direction should be proportionate to the nature of the risk.  

14. We propose that the scope of this power, if held by the Commissioner, extend to all 
public service agencies. This is consistent with the Commissioner’s general mandate, 
and also the Cabinet mandate for issuing Protective Security Requirements. 

15. We note that security agencies have raised with us that there may be situations where 
they may need to use such products, and therefore may require an exemption from 
the direction. We expect that similar exemptions may be needed by, for example, law 
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enforcement agencies. We propose that this be managed on a case-by-case basis, and 
have drafted the Cabinet paper to the effect that the Commissioner may issue a 
binding direction to one or more agencies, allowing for exemptions. 

Advice 

16. We believe that your proposal will meet your policy objective of providing a 
mechanism for restricting the use of specific vendors and products within the Public 
Service, and have drafted the relevant section of the attached Cabinet paper 3 to give 
effect to this option. However, there are other options that may meet this objective. 

17. We understand that the GCISO has recently issued guidance with respect to the use 
of a specific product. You may wish to wait to observe whether this mechanism has 
been sufficient for managing the risk before making further change. 

18. The issuing of such a direction requires the assessment of options against the national 
interest. The national interest is a broad concept, and is best understood as a trade-
off between competing values rather than being a purely technical exercise. Generally, 
we would recommend that Ministers, Cabinet, or Parliament, are best-placed to make 
determinations of the national interest. It is arguable that such a directive power 
would more appropriately sit with a relevant Minister (e.g. the Minister for National 
Security) in this context. 

19. However, while a Minister may be better placed to make determinations of the 
national interest, we understand that you see benefit in the decision sitting with a 
statutory officer to prevent the perception that such directions are politically 
motivated.   

20. If you would like to provide a statutory officer with the power to direct public agencies, 
you may wish to consider which officer is best placed to determine which vendors or 
products to restrict. The Commissioner does not carry out assessments of national 
security or national interest risks as part of their general functions, and would need to 
rely on advice from others to do so. The Director(s)-General of GCSB and NZSIS, or the 
Director of National Assessments, are well-placed to assess national security risks, but 
are arguably no better placed than the Commissioner to assess the broader national 
interest. 

21. Providing a statutory power to the Director(s)-General of GCSB or NZSIS, or the 
Director of National Assessments, would most appropriately be done through 
amendments to national security legislation. We understand that this may not meet 
your policy objective because amendments to such legislation are not currently 
underway and therefore such a change could not be pursued as quickly as changes to 
the powers of the Commissioner under the proposed amendments to the Public 
Service Act 2020. 

Next Steps 

22. To meet timeframes you have indicated, we recommend ministerial consultation start 
on Monday 3 March. The Public Service Commission will undertake departmental 
consultation simultaneously. 




