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Agenda

Housekeeping and welcome
Te Kawa Mataaho Public Service Commission

Guest speaker
Antony Moss, Director of Government Recordkeeping, Archives NZ

Panel discussion – Archives NZ
Short break (around 2.45pm)

Redaction done right
Adrian MacGregor,  Ministry of Defence

Workforce deployment
Te Kawa Mataaho Public Service Commission

OIA statistics to June 2021 – key dates
Te Kawa Mataaho Public Service Commission



Official Information 
Forum 

31 May 2021
Findings from Archives New 

Zealand’s Annual Survey



Presentation overview
• Archives New Zealand’s regulatory role and place in the official 

information system

• Introduction to our monitoring and survey

• Survey findings and their impact on official information



Who we are
• Regulator of government information 

under Public Records Act 2005
– Create information about business 

activities (i.e. duty to document)

– Manage it well, so that it’s available in 
accessible form to enable accountability

– No disposal without Chief Archivist’s 
authorisation

– Classify access status after 25 years



What we contribute
• Supports accountable government

• Stewardship of information that 
supports individual or collective 
rights, entitlements, identity and 
aspirations

• Minimise harm associated with poor 
recordkeeping



Role in the official information system
• Public Records Act + OIA/LGOIMA 

support open, accountable 
government

• People can’t access information if it 
isn’t created and managed in the 
first place

• PRA supports access through 
OIA/LGOIMA, Privacy Act



Role in the official information system
• Personal information that is also 

public record

• Deep understanding of whakapapa 
of government



Annual survey



Why we monitor
• Measure performance

• Track improvement

• Adapt regulation

• Build public trust



Our monitoring toolkit
• Overarching monitoring framework

• Annual survey

• Audits of public offices

• Information Management Maturity 
Assessment



Annual survey
• Collect data from the bulk of the entities we regulate

• Comment on state of government recordkeeping

• Stream of current data on IM performance, risks and 
opportunities

• Track change over time

• Inform, target and adapt our regulatory work



Survey content
• Core questions based on 

requirements of the PRA and good 
practice IM, as we define it in our 
standards and other regulatory 
instruments

• Additional questions about risks, 
challenges etc. 



Survey outputs
• Annual Report on the State of 

Government Recordkeeping

• Findings report

• Publication of raw data for re-use



Findings for 2019/20



Key indicators
• Governance groups for IM

• IM staff

• Identification of high-value/high-risk 
information

• Building IM requirements into new 
business systems

• Active, authorised destruction



Key indicators



Key indicators
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Formal governance group

No formal governance group

Percentage of respondents

Has the organisation built IM requirements into new business information system(s)?

Yes No Don't know



Tracking change



Other findings
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Has the organisation identified information it holds that is of importance to Māori?

Yes No Don't hold any Don't know



Other findings

0 20 40 60 80 100 120

Don't know

None of these

Ensured metadata is persistently linked to information

Used checksums to monitor integrity of information

Migrated information to a long-term digital storage environment

Migrated information to new file formats

Implemented a digital storage management plan

Identified information needing long-term retention

In the last 12 months, what action(s) has the organisation taken to maintain usability of digital information with long-
term value?

Number of responses (N=178)



Other findings

0 50 100 150 200 250

Information incomplete, e.g. not providing evidence of decisions

Information is not easily accessible

IM insufficiently resourced

Information not easily searchable

IM not adequately addressed in planning phase of projects

Silos - lack of communication across business groups

Lack of understanding of the importance of IM

Number of responses

How big of a challenge are the following for the organisation’s IM?

Huge challenge Reasonably big challenge Minor challenge No challenge at all Don’t know



Other findings
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Don’t know

Never

Rarely

Occasionally

Often

Official information requests: How often did information not exist?

Number of responses (N=67)



Other findings
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Don’t know

Never

Rarely

Occasionally

Often

Official information requests: How often did information exist but could not be found?

Number of responses (N=67)



Questions?



Panel discussion
Archives NZ



Redaction Done Right
Adrian MacGregor

Principal Advisor 
Ministerial and Executive Services

Ministry of Defence



Electronically redacting information

• Removing versus covering
• Hidden information (what else is in your files?)
• Making files accessible
• Tips and traps for electronic redaction



Electronically redacting information

Recommendation 21 of Not a Game of Hide and Seek: 

“Agencies should have redaction software to assist them 
with preparing information for release in formats enabling 
easy reuse of information.”

In late 2019, the Government Chief Privacy Officer 
within DIA asked over 70 government agencies about 
their redaction software. Respondents said:
• most did not have a formal policy on redaction
• nearly all use Adobe Acrobat of some version or 

another
• about half said they had checked whether their 

redactions could be undone.



Removing versus covering

Obscuring ≠ Removing

When electronically redacting:
• understand what works and what 

doesn’t
• redactors need an eye for detail
• peer review needs to look at the 

content and the process

Why not search on words you expect 
to be removed?

Source: NewspaperBlackout.com



Removing versus covering

Never use the  highlighter to ‘remove’ text



Removing versus covering

Never use shapes to ‘remove’ text



Removing versus covering

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf


Removing versus covering

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf


Removing versus covering

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf

https://assets.documentcloud.org/documents/5677512/Manafort-20190108-Dc.pdf


Removing versus covering

• Use software that 
removes text

• Staff need to 
understand how to 
use the software 
and you need a 
confirmed process

• Benefits: 
efficiency, version 
control and easier 
changes to 
redactions



Hidden information

Source: Richard M. Smith, 30 June 2003 
(rms@computerbytesman.com) 

mailto:rms@computerbytesman.com


Hidden information

Microsoft Word used to include a Revision Log:
Rev. #1: “cic22” edited file “C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq – security.asd

Rev. #2: “cic22” edited file “C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq – security.asd

Rev. #3: “cic22” edited file “C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq – security.asd

Rev. #4: “JPratt” edited file: “C:\TEMP\Iraq – security.doc”

Rev. #5: “JPratt” edited file: “A:\Iraq – security.doc”

Rev. #6: “ablackshaw” edited file: “C:\ABlackshaw\Iraq – security.doc”

Rev. #7: “ablackshaw” edited file: “C:\ABlackshaw\A; Iraq – security.doc”

Rev. #8: “ablackshaw” edited file: “A:\ Iraq – security.doc”

Rev. #9: “MKhan” edited file: “C:\TEMP\Iraq – security.doc”

Rev. #10: “MKhan” edited file: C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc”

CIC= Communications Information Centre, a unit of the British Government

P. Hamill = Foreign Office Official

J Pratt = Downing Street Official

A Blackshaw = Personal Assistant of the UK Prime Minister’s Press Secretary

M Khan = Junior Press Officer for the Prime Minister 

Source: Richard M. Smith, 30 June 2003 
(rms@computerbytesman.com) 

mailto:rms@computerbytesman.com


Hidden information



Hidden information

https://www.youtube.com/watch?v=vkqZgCTzIkI

https://www.youtube.com/watch?v=vkqZgCTzIkI


You could just scan it



Why you shouldn’t just scan it: 
Reasons to make your files accessible

• Transparency of government decision-making
• Improving access for New Zealanders

• commitments as part of your Accessibility Charter
• meeting Web Accessibility and Usability Standards

• Helping Google find your document
• Promoting the value of your agency’s work and helping the 

public understand Government decisions



What accessibility means for redaction

 Working off originals or running Optical Character Recognition 
software

 Ensuring information is removed

 Checking the hidden information (metadata)

 Considering accessibility vs original format



Tips and traps for electronic redaction

• Accept the redactions!
• Check that the explanatory text can be read
• Grey boxes versus black boxes
• Watermarks can interfere with reader software
• Check metadata 
• Check bookmarks
• If you aren’t using a signed version, confirm the decisions taken



Workforce
Deployment



OIA statistics to
June 2021 – key dates



OIA statistics to June 2021 – key dates

30 June: survey to agency contacts. Please let us know if the contact 
at your agency has changed

3 August: statistics due back from agencies

5-20 August: statistics verified, including checking against 
provisional Ombudsman complaints data

25 August: final statistics to chief executives and agency contacts

8 September: publication, along with final Ombudsman complaints 
data



All events for 2021 are on the Forum webpage:
https://www.publicservice.govt.nz/resources/oia-forum/

Two more new practitioners' events 21 July and 6 October 
co-hosted by the Office of the Ombudsman

• introduction to principles, training resources and networks for 
those new to this area of work

Next Forum events 6 September  and 15 November 2021

Agenda TBC

Forum events in 2021

https://www.publicservice.govt.nz/resources/oia-forum/


Web Standards clinics
Free two hour “drop in” clinics held fortnightly by DIA for anyone 
delivering digital services with an emphasis on best practice and 
practical solutions
Attend in person or online
Bring your questions and challenges, general or specific, about:

• web accessibility, and
• how to implement the New Zealand Government Web 

Standards
https://www.digital.govt.nz/standards-and-guidance/nz-
government-web-standards/web-standards-clinics/

Contact web.standards@dia.govt.nz

https://www.digital.govt.nz/standards-and-guidance/nz-government-web-standards/web-standards-clinics/
mailto:web.standards@dia.govt.nz


Here to help

• If you need advice or assistance, or have topic the Forum to consider in 

2021, please contact the Te Kawa Mataaho on 

OIAForum@publicservice.govt.nz

• Check out our online resources: 

http://publicservice.govt.nz/official-information

mailto:OIAForum@publicservice.govt.nz
http://publicservice.govt.nz/official-information


Thank You
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