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Lucy Alcock, Director Government Services, Department of Conservation
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Welcome and opening remarks
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Proactive release and publishing responses to OIA requests
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Case study: Releasing weekly reports
Tracy Plane, Manager Executive Relations, Ministry for the Environment
Redacting done right

Adrian MacGregor, Principal Advisor, Ministerial and Executive Services,
Ministry of Defence

Small group discussion and report back

Next steps, feedback, close.
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Official information work programme

Our aim —to lift agency performance in three areas
« Compliance with the letter and spirit of the Act

* Proactive release of information

« Building capability

Expectation: CEs of agencies covered by the OIA drive the changes needed
to improve compliance with the letter and spirit of the Act.

Strong, coordinated leadership from the State Services Commissioner and
the Chief Ombudsman, supported by CEs, is critical for driving up system
performance.



Overview of recent activity

2017 — Minister Clare Curran 1st Associate Minister of State Services

(Open Government)

* Increasing proactive release, for example some Ministers, including
Minister Curran are proactively releasing their weekly reports

2017 — Cabinet Manual

e Generally expected that Cabinet material (Cabinet and Cabinet
committee papers and minutes) on significant policy decisions will be
released proactively.

* Ministers may release Cabinet material online following a request for
information under the Official Information Act.

Open 2013 New Zealand joined the Open Government Partnership

Partnership New Zealand’s National Action Plan 2016-18
e Commitment 2: Improving official information practices

2011- Declaration on Open and Transparent Government
 Open Government Data and Re-use programme

Increasing calls for more openness



Why a focus on proactive release?

A global trend of falling trust in government and its
Institutions.

Increasing numbers of New Zealanders believe that the
system is (or could be) failing them.

The reasons for this may be many and varied.

One response is to increase proactive release to:
0 enable the public to understand decision-making
0 strengthen the accountability of decision makers and advisors
O Increase participation to keep our democracy strong



What is proactive release and how does it
relate to the OIA?

* Proactive release - is when agencies publish information
of their own accord and make it available on their website.

o Different from responding to an OIA request:
 Information is published to a wider audience
» Can release anything your agency wants to release
* The withholding grounds when you remove information as per an
OlA request don't apply.

* Releasing information proactively means that the
protections of section 48 of the OIA don’t apply, even if the
Information has previously been released to a requester
under the OIA.

e Agencies need to do a risk assessment on any information
they are considering proactively releasing.



How SSC iIs supporting proactive release
and OIA more generally

e T http://www.ssc.govt.nz/official-information-p 2 ~ & Home " Proactive release | State Servic...* [ how to take a screen shot - Bing
Home About Us Our Work Resources Contact Us
I
Home = Proactive release 3 Print this page N

Proactive release

Last updated: 13 December 2017 Published: 13 December 2017

Proactive release of information promotes good government, openness and transparency and
fosters public trust and confidence in agencies. OIA guidance for agencies

The State Services Commission has published guidance on Proactive release of official
information to assist agencies to develop internal policies and practices in relation to proactive "
Information 1o - ! OIA Statistics
release, including responses to requests for information under the OlA. We have also developed
some practical tips to help agencies put in place the processes needed for publishing completed
OIA requests.

Proactive Release
The Commissions' reports on OIA Statistics now include statistics on agencies' proactive
publication of responses to official information requests.
Capability development
toolkit

* SSC reports on OIA statistics now include statistics on OIA Forum
agencies' proactive publication of responses to official
information requests.

* SSCis also available to provide advice and assistance to
agencies subject to the OIA. You can email SSC on
oiaforum@ssc.govt.nz

Other resources



mailto:oiaforum@ssc.govt.nz

Proactively releasing responses to OIA requests

OFFICIAL INFORMATION

PUBLISHING RESPONSES TO OFFICIAL INFORMATION ACT REQUESTS ON AGENCY WEBSITES

P

The principle of availability underpins the .

proactive release of responses to OIA requests N
( J o ( J

OIA request received Acknowledge OIA request Process OIA request
¢ Advise requester the

One of the key purposes of the Official

Information Act is to make information more

When preparing the OIA

freely available, which promotes good response may be published. response, consider its
' (See suggested wording on suitability for publication.
government and trust and confidence in the page 2) * See guidance on assessment
on page 2.

State services. Proactively releasing
completed OIA requests that may be of
interest to the wider public is easy to do. It
helps reduce the need for individuals to make

'

requests for information and it can reduce the

work for agencies in responding to requests. ® L
Publish on website Prepare response for Send OIA
This information sheet is to help you get publication response
ready to publish information that has already  Publish on an easily * Make any additional * Advise requester whether
o accessible webpage (e.g. as redactions and check they the response will be
been released to an individual requester ready or according to a can’t be reversed. published. (See suggested
under the OIA. It supports the high level Ecrﬁngjgr)nmed publication wording on page 2)

guidance we issued in 2017.

Reduce time and effort by preparing for proactive
release in the processing of the OIA request

@ If considering proactive e Assess the response for any risks of releasing it more widely (see page 2).
release separately from * Good record keeping is important, particularly for any additional redactions as
processing the OlA request  this makes it easier to verify what was done and why in the future. Also

remember to update the security classification of any documents and internal
records where the classification has changed.

® Remember * Also consult with agencies on any information that relates to them as they will
need to do their own assessment.

Did you know the SSC website has information for
OIA requesters that your agency website can link

directly to? * If a complaint to the Ombudsman has changed the OIA response, update the
information that was proactively released.

http://lwww.ssc.govt.nz/official-information-act-requests




  



One of the key purposes of the Official Information Act is to make information more freely available, which promotes good government and trust and confidence in the State services. Proactively releasing completed OIA requests that may be of interest to the wider public is easy to do.  It helps reduce the need for individuals to make requests for information and it can reduce the work for agencies in responding to requests.

This information sheet is to help you get ready to publish information that has already been released to an individual requester under the OIA.  It supports the high level guidance we issued in 2017.

OFFICIAL INFORMATION

PUBLISHING RESPONSES TO OFFICIAL INFORMATION ACT REQUESTS ON AGENCY WEBSITES











Did you know the SSC website has information for OIA requesters that your agency website can link directly to?

http://www.ssc.govt.nz/official-information-act-requests















































































































































































































































































































The principle of availability underpins the proactive release of responses to OIA requests

Acknowledge OIA request

Process OIA request

Prepare response for publication

Send OIA response

Advise requester the response may be published.  (See suggested wording on page 2)

Make any additional redactions and check they can’t be reversed.

Advise requester whether the response will be published. (See suggested wording on page 2)























 

OIA request received

 



When preparing the OIA response, consider its suitability for publication.

See guidance on assessment on page 2.





Publish on website

Publish on an easily accessible webpage (e.g. as ready or according to a predetermined publication schedule).



If considering proactive release separately from processing the OIA request



Assess the response for any risks of releasing it more widely (see page 2).

Good record keeping is important, particularly for any additional redactions as this makes it easier to verify what was done and why in the future.  Also remember to update the security classification of any documents and internal records where the classification has changed.





Also consult with agencies on any information that relates to them as they will need to do their own assessment.

If a complaint to the Ombudsman has changed the OIA response, update the information that was proactively released.



Remember







Reduce time and effort by preparing for proactive release in the processing of the OIA request 
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Assessment

* Protections in section 48 of the OIA do not extend to the
proactive publication of information - you need to undertake
a careful assessment before releasing official information.

« Aresponse to an OIA request already takes into account
the withholding grounds in the OIA, but still needs to be
assessed before releasing it more widely.

* Focus on the areas that may create legal risks: e.g.
copyright, privacy, commercial in confidence, legally
privileged, defamation.

* Include a covering statement when information has been
redacted noting the grounds that have been used for the
reasoning behind the redactions.

« If arequestis made for an unredacted copy of a document
It needs to be treated as an OIA request.



What do the statistics show?

« 28 out of 112 agencies published OIA responses iIn
January to June 2018.

 1.8% of all completed OIA requests were published on
agency websites during this period.

* 50% of published responses were from 4 agencies.

« The number of OIA responses published on websites
ranged from O to 62.



In the December 2018 statistics, we expect to see a
significant increase in the number of agencies with
proactive release policies and practices in place for
publishing OIA responses and other official information.

What’s working, what’s not working in your
agency?

Do you have a policy?

Do you have guidance?

Who acts as oversight in the organisation?

How do you intend to communicate this to all staff now
and in the future?

Are you tracking how many people are looking at the
release on your website?



Here to help

« More workshops on developing a proactive release
policy
e If you need advice or assistance contact the team on

OlAForum@ssc.govt.nz



mailto:OIAForum@ssc.govt.nz

Proactive Rele
Weekly Updates °
1 f/

=

H_F-"'""FFF----

\ ,
20 August 2018

Mimiitry for the
Environment
Manzex Mo Tr Taiao



Proactive release

Releasing official information on our website that
we wouldn’t have otherwise published

Weekly updates to Ministers
Batches of information on topics of interest
OIA responses

the most liveable place in the world

..............................................




Making Aotearoa New Zealand
the most liveable place in the world
Anteroa - e WhEnuA mana Kara mi be GOgAt

Mimistry for the
@ Environment




MTE Context

Aiming to be leaders In transparency
- 350 staff, four Ministers

- Large increase in OlAs since the election

- High public interest in environmental Issues

Miwistry fer the Making Aotearoa New Zealand
Environment the most liveable place in the world
Manciw My T Taiae Astearce - he whenus mans kecs mé te tangata



Key principles

* Increasing the amount of official information online
* Information should be accessible to all
e Reducing time spent on OIA requests

Mimistry for the
Environment
Manztx Mo Tr Taiao




Why weekly updates?

e They form part of a wider package
 Ministers supported release
e Numerous OIA requests for these reports

e To create a consistent process for review and release

Mimistry for the
Environment
Manztx Mo Tr Taiao




Publishing weekly updates

Reports released when three months old
Material assessed against the OIA
No ‘bring up’ system

Redactions will be reviewed if requested under OIA

Mimistry for the ‘
Environment 4
Mansts Mo Te Teiao

...........................................



Briefings, weekly updates and cabinet
papers

This list captures material which the Ministry for the Environment has provided to

I h e p rO C e SS Government Ministers. In many cases a copy of the brigfing note is available by clicking the

title. Ifyvou are interested in a paper which is not available you can request it under the
Official Information Act.

Coordinated centrally

|V| . ge A revi o E::;:;:;ies;zie;s; may have been withheld in full or in part, these withholds have been agreed with Ministers.
Consult externally portili o Ministers ceministers

Director approval A N W M v

Minister office review koot ieetree

Fina | re d actions Date published Lesiskation type

Publish online any- .
Reset

v TO CC w» » 5 v
DATE OF  TITLE PORTEOLID CATE LEGISLATIOM REFEREMCE
BRIEFING MINISTERS | MINISTERS | PUBLISHED | TYPE NUMBER

Monday, Weekly update - March 2018 Climate Hon James June, 2018

March 19, Change Shaw

2018

Monday, Impact summary: Mational Enwironment June, 2018 | Regulatory
May 28, Planning Standards impact
2018 statement

Mimistry for the . Making Aotearoa New Zealand
Environment the most liveable place in the world
Manats M8 To Taiso £ Anteares - T whesia mana Kara o i Gangas




Challenges

e Getting buy-in from different levels
e Time spent vs benefit achieved
e Concerns around free and frank

Mimistry for the
Environment
Manztx Mo Tr Taiao



What’s next?

Streamlining the review process

Looking at the structure of weekly update reports

Measuring benefits

Expand proactive release programme

Mimistry for the
@ Environment M

Making Aotearoa New Zealand
the most liveable place in the world

..............................................



Questions...

...........................................



————

«nefaetion Done Right

Adrian MacGregor

Principal Advisor
Ministerial and Executive Services
Ministry of Defence




Electronically redacting information

e Removing versus covering

e Hidden information (what else is in your files?)
* Making files accessible

e Tips and traps for electronic redaction



Electronically red Information



Removing versus covering

confidence

Source: NewspaperBlackout.com

Obscuring # Removing

When electronically redacting:

e understand what works and what
doesn’t

e redactors need an eye for detail

e peer review needs to look at the
content and the process



Removing versus covering

Never use the highlighter to ‘remove’ text

Documentl - Ward
DESIGM PAGE LAYOUT REFEREMCES MAILIMNGS REVIEW WIEW Developer ADD-INS
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Removing versus covering

e Use software that
removes text

e Staff need to
understand how to
use the software
and you need a
confirmed process

e Benefits:
efficiency, version
control and easier
changes to
redactions

Chair,

Office of the Minister of Finance
Office of the Minister of Defence

Cabinet Government Administration and Expenditure Review Committee

DEFENCE: REVIEW OF DEFENCE PROCUREMENT POLICIES AND
PRACTICES FOR MAJOR CAPABILITY PROJECTS

Propesal

1. InMarch 2018, we requesled a review of Defence’s Procurement
Policies and Praclices. This submission reports back to Cabinet the

abservations and findings of that Review.

Executive Summary
2. In Apni 2018, Cabinet noted that re)

procurement, and capabilities will be und
refers].

the Terms of Reference we approved, thy
Capability Change Action Programme (D
commenced in 2015 o achieve a signific
performance of Defence’s Capability Mat
one of the DCCAP, Defence created a vit
management in New Zealand and called
Management System. An International E

4. The Review concludes that Defence
operations and information deficiencies ¢
Management System. The Review finds |
decision makers with a stropa laual of cof

infrrmen decisinn.makinn
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5. Defence will also look to conduct annual independent reviews in 2019
and 2020 to report on progress with embedding the new Capability
Management System and the International Exemplar.
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Hidden information

TRAQ = ITS INFRASTRUCTURE OF CONCEALMENT,
DECEPTION AND INTIMIDATION

This report draws upon a number of sources, including infeligence
material, and shows how the Iragi regime is constructed to have, and to
keep, WMD, and is now engaged in a campaign of obstruction of the
United Nafions Weapons Inspectors.

Part One focusses on how lraq’s security organisations operale to conceal
Weapons of Mass Destruction from UN Inspectors. It reveals that the inspectors
d by Iragi inteffigence by a ratio of 200 to 1.

Part Two gives up lo dale details of lrag's network of inteligence and security
organisations whose job it is fo keep Saddam and his regime in power, and fo
prevent the i i ity from disarming Iraq.

Part Three goes on to show the efiects of the security apparatus on the ordinary
people of Irag.

‘While the reach of this network outside Irag may be less apparent since the Gulf
War of 198011991, inside Iraq. its grip is formidable over all levels of society.
Saddam and his inner circle control the State infrastructure of fear.

Source: Richard M. Smith, 30 June 2003
(rms@computerbytesman.com)



mailto:rms@computerbytesman.com

Hidden information

Microsoft Word used to include a Revision Log:
Rev. #1: “cic22" edited file “C:\DOCUME~1\phamil\LOCALS~1\Temp\AutoRecovery save of Iraq — security.asd

IRAQ - ITS INFRASTRUCTURE OF CONCEALMENT,

DECEPTION AND INTIMIDATION Rev. #2: “cic22" edited file “C:\DOCUME~1\phamil\LOCALS~1\Temp\AutoRecovery save of Iraq — security.asd

Rev. #3: “cic22" edited file “C:\DOCUME~1\phamil\LOCALS~1\Temp\AutoRecovery save of Iraq — security.asd
Rev. #4: “JPratt” edited file: "C:\TEMP\Iraq — security.doc”

This report draws upon a number of sources, including infeligence

material, and shows how the Iragi regime is constructed fo have, and fo Lk " Ad e BA _ . "
koep, WMD, and is iow engaged in 8 campaign of abstuckion of the Rev. #5: “JPratt” edited file: “A:\lraq — security.doc

United Nafions Weapons Inspectors. i . i
Rev. #6: “ablackshaw” edited file: “C:\ABlackshaw\lraq — security.doc”

Part One focusses on how lraq’s security organisations operale to conceal

Vieapons of Mass Destruction from UN Inspectors. 1t reveals that the inspeciors Rev. #7: “ablackshaw” edited file: “C:\ABlackshaw\A; Iraq — security.doc”
are oulnumbered by Iragi intefligence by a rafio of 200 to 1.
Part Two gives up Io dale details of Irag's network of inteligence and security Rev. #8: “ablackshaw” edited file: “A:\ |raq - SeCUrity.dOC"

organisations whose job it is fo keep Saddam and his regime in power, and fo
prevent the intemational community from disarming lraq

Rev. #9: “MKhan” edited file: “C:\TEMP\Iraq — security.doc”

Part Three goes on to show the effects of the security apparatus on the ordinary

G Rev. #10: “MKhan” edited file: C:\WINNT\Profiles\mkhan\Desktop\Irag.doc”

While the reach of this network outside Irag may be less apparent since the Gulf
War of 19901991, inside Iraq, its grip is formidable over all levels of society
Saddam and his inner circle control the Stale infrastructure of fear.

CIC= Communications Information Centre, a unit of the British Government
P. Hamill = Foreign Office Official

s J Pratt = Downing Street Official

A Blackshaw = Personal Assistant of the UK Prime Minister’s Press Secretary

M Khan = Junior Press Officer for the Prime Minister

Source: Richard M. Smith, 30 June 2003
(rms@computerbytesman.com)
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Hidden information
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Hidden information

<3| Deployment to United Nations Mission in South Sudan.pdf - Adobe Acrabat Pro
File Edit View Window Help
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Cabinet National Security
and External Relations
Committee

Minute of Decision

This document contains information for the New Zealand Cabinet, st be treated in confidence and
handled in accordance with any security classification, or other nt. The information can only be
released, including under the Official Information Act 1982, by h the appropriate authority.

Deployment to United Nations Mission in udan

Portfolios Foreign Affairs / Defence

Omn 20 February 2018, the Cabinet National Security and External Relatiofis"€0mmittee:

1 noted that the United Nations Mission in South Sudan (UNNISS) is a high profile and
challenging peacekeeping mission that has played an impOftant role in stemming the conflict
and humanitarian suffering in South Sudan;

2 noted that New Zealand currently has four New, Zealand Defence Force (NZDF) personnel
deployed to UNMISS, with a mandate until Noxember 2018:

3 noted that the United Nations (UN) have tequested that the NZDF deploy a Brigadier (or
equivalent rank) to the role of Chief'of'Staff in UNMISS Headquarters in South Sudan;

4 noted that a positive response to'the JUN’s request would be well received by the UN and
key defence partners. and makea small increase to the New Zealand contribution to UN
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Why you shouldn'’t just scan it:
Reasons to make your files accessible

* Transparency of government decision-making

* Improving access for New Zealanders
e commitments as part of your Accessibility Charter
 meeting Web Accessibility and Usability Standards

* Helping Google find your document

* Promoting the value of your agency’s work and
helping the public understand Government
decisions



What accessibility means for
redaction

e Working off originals or running
Optical Character Recognition software

e Ensuring information is removed }

e Checking the hidden information
(metadata)




Tips and traps for electronic
redaction

e Accept the redactions!

e Check that the explanatory text can be read

e Grey boxes versus black boxes

 Watermarks can interfere with reader software
* Check metadata

e Check bookmarks

 If you aren’t using a signed version, confirm the
decisions taken



Small group discussions

Instructions:

In small groups of 4-6 people, spend 15 minutes discussing
the following questions:

« What does your agency currently do in terms of proactively releasing
information?

« What does your agency need to do to proactively release more
information including responses to OIA requests? What challenges are
you facing?

 Does your agency have any tips, tools (e.g. checklists), systems or
processes that help you manage proactive release of information that
you would be willing to share with other agencies?

There will be a short report back at the end, a few groups will be asked to
report back on their discussion.



Questions:
OIlAForum@ssc.govt.nz
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