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[bookmark: _Toc231485218][bookmark: _Toc181716192][bookmark: _Toc193728726][bookmark: _Hlk176181047]About Independent Identification Management Evaluation
As the regulator, the Trust Framework Authority assesses and accredits providers, and their services, against the Trust Framework legislation.
Independent Identification Management Evaluators play a role in the evaluation of providers seeking accreditation under the Digital Identity Services Trust Framework (the Trust Framework).
Independent Identification Management Evaluators provide an evaluation on whether the provider meets the requirements of the Trust Framework Authority as set out in legislation, including:
· the Digital Identity Services Trust Framework Act (Act)
· the Privacy Act 2020
· the Digital Identity Services Trust Framework Amendment Regulations 2026 (Regulations); and 
· the applicable rules set out in the Digital Identity Services Trust Framework Rules 2024, consolidated 2026 (Rules).
The Trust Framework Authority will make the final assessment and accreditation decision.
If you have questions about the evaluation process or this guidance, or need assistance, please contact the Trust Framework Authority at tfa@gdda.govt.nz.


[bookmark: _Toc177564673][bookmark: _Toc181716193][bookmark: _Toc193728727][bookmark: _Toc235104896][bookmark: _Toc177564674]Structure of the evaluation
[bookmark: _Toc181716194]This template is for Independent Identification Management Evaluators evaluating how a service applies the Part 2: Service Rules.
Depending on the identification approach used by the service, the evaluation may include assessment against requirements in the Part 2A: Identification Assurance Rules, the New Zealand Identification Standards, or a combination of both.
This template is for use by Independent Identification Management Evaluators. 
The provider will:
· Select an independent evaluator from the list of evaluators considered by the Trust Framework Authority to have the appropriate skills, knowledge and experience to conduct identification management evaluations. One Independent Identification Management Evaluator should perform all aspects of the evaluation including reviewing and assessing all documentation provided.
· Agree pricing and scope with the independent evaluator.
· Provide required information and documentation to the independent evaluator.
· Submit the completed evaluation and all materials used to complete the evaluation to the Trust Framework Authority for assessment, with the remainder of the application.
The independent evaluator will:
· Agree pricing and scope with the provider.
· Complete the Conflict of Interest Disclosure and, where a conflict of interest is identified, notify the Trust Framework Authority and agree a conflict management plan.
· Complete the evaluation using the information and documentation provided, along with any other information obtained through interviews, walkthroughs and observations.
· Document the evaluation by completing this template.

Inputs to the evaluation
When completing your evaluation, save copies of all documentation. This should include:
· Any additional documents that you request from the provider.
· Any screen shots you take of the provider’s system(s).
· Notes you make of discussions or interviews with representatives from the provider.
These must be listed in the section on information used to inform your evaluation. Documents must be given to the provider for them to submit to the Trust Framework Authority as part of their accreditation application.
[bookmark: _Toc193728728]

[bookmark: _Toc235104897]Declaration of conflict of interest
Before undertaking work for a provider, independent evaluators must declare any actual, potential, or perceived conflicts of interest to the Trust Framework Authority in relation to an application for accreditation under the Digital Identity Services Trust Framework. This includes any conflict involving the provider, the service(s) being evaluated, or any individual involved in preparing, managing, or making decisions relating to the accreditation application.

	Details

	Evaluator name
	

	Company name
	

	Contact details
	

	Provider name
	

	Service name(s)
	

	Date of declaration
	

	Additional Details
	

	To the best of your knowledge, do you have any actual, potential, or perceived conflict of interest in relation to this provider or the service(s) being evaluated?
☐ No, I am not aware of any actual, potential, or perceived conflict of interest with this provider and their service(s).
☐ Yes, I have an actual, potential, or perceived conflict of interest and have provided details below.

	If you have declared a conflict of interest, please describe:
· the nature of the conflict
· the parties involved
· any steps already taken or proposed to manage the conflict (for example, a conflict management plan). 


	I declare that the information provided in this declaration is true and complete to the best of my knowledge.
Signed:		

Date:	



All conflict of interest declarations must be submitted to the Trust Framework Authority for consideration prior to the commencement of evaluation work.

[bookmark: _Toc235104898]Introduction
This document records the identification management evaluation for [Provider name] for [Service name].
[bookmark: _Toc174356299][bookmark: _Toc177564675][bookmark: _Toc181716195][bookmark: _Toc233279897][bookmark: _Toc235104899]Evaluation details
	Evaluation details

	Provider
	

	Date submitted
	

	Service name(s)
	

	Digital identity services applied for
	

	Evaluator
	

	Evaluator organisation
	

	Reviewer (if relevant)
	

	Date evaluation completed
	

	Template version
	V3.0


[bookmark: _Toc208400312][bookmark: _Toc233279898][bookmark: _Toc235104900]Scope of evaluation
Copy the agreed scope below. Include, at a minimum: 
· the services that are in scope for the evaluation 
· technical components in scope for the review 
· geographic locations where the service is hosted 
· any previously conducted independent evaluations that have been conducted on the service and may be relied upon during this evaluation, when they were conducted, and the scope of these reviews 
· connections from third-party entities, outsourced in-scope functions or facilities, or third-party services, that have been determined to be in scope.  
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[bookmark: _Toc235104901]Evaluation of compliance with the Trust Framework Rules
[bookmark: _Toc193728735]The Independent Identification Management Evaluation establishes whether a provider's service complies with the applicable Trust Framework Rules and, where required, conforms with the relevant Identification Standards.
The Independent Identification Management Evaluator will:
· confirm any current certificates, assessments, or statements of conformance held by the provider;
· review documentation within the agreed evaluation scope;
· gather additional information through interviews, walkthroughs, observation, validation activities, and testing; and
· assess whether the provider has demonstrated compliance with the applicable Trust Framework Rules and conformance with the relevant Identification Standards.
Providers must have an opportunity to respond to any findings before the evaluation is finalised, particularly where a Rule or standard requirement is assessed as “not met” or “partially met”. This may include:
· providing additional context or evidence
· demonstrating compensating controls
· outlining planned remediation activities and associated timeframes.
An application for Trust Framework accreditation requires all applicable Rules to be met. Where a Rule is assessed as “not met” or “partially met”, the provider should implement the recommendations of the Independent Identification Management Evaluator, or other equivalent mitigations, and provide updated evidence for re-evaluation.
Evaluation approach
Different service types within Part 2: Service Rules are subject to different Trust Framework Rules and Identification Standards.
This template contains five Rule Validation Plans. The evaluator should complete the Rule Validation Plan or Plans applicable to the service being evaluated and remove those that are not relevant.
The applicable Rules and standards are generally as follows:

	Service type
	Applicable Rule
	Associated standard

	Information Service
	Rule 5
	Information Assurance Rules (Part 2A) or Information Assurance Standard (Identification Standards)

	Binding Service
	Rule 6
	Binding Assurance Rules (Part 2A) or Binding Assurance Standard (Identification Standards)

	Authentication Service
	Rule 7
	Authentication Assurance Standard (Identification Standards)

	Credential Service
	Rule 8
	Credential Service Standard (Identification Standards), W3C Verifiable Credentials Data Model, and applicable ISO standards

	Facilitation Service
	Rule 9
	Facilitation Service Standard (Identification Standards), W3C Verifiable Credentials Data Model, and applicable ISO standards


Demonstrating compliance 
A provider may demonstrate compliance with the applicable Trust Framework Rules and conformance with the applicable Identification Standards through one or more of the following:
· an evaluation conducted by an Independent Identification Management Evaluator; or
· a current conformance assessment, certificate, or statement.
For Information Services and Binding Services, providers may demonstrate compliance with the applicable requirements through either:
· compliance with the relevant requirements in Part 2A: Identification Assurance Rules; or
· conformance with the applicable Information Assurance Standard or Binding Assurance Standard.
In some cases, a service may be required to demonstrate both compliance with Part 2A: Identification Assurance Rules and conformance with the relevant Identification Standard.
Workbooks are available to support the collection and assessment of evidence against the Identification Standards. These workbooks contain checklists for each objective and control and may be used by both providers and Independent Identification Management Evaluators to document evidence and assessment outcomes.
For the purposes of the Trust Framework accreditation process, all findings and conclusions are provided by an Independent Identification Management Evaluator. Where a service relies on assessments, certifications, or statements issued by assessors authorised by a standards owner, those documents are treated as supporting evidence for the evaluation.
The Independent Identification Management Evaluator remains responsible for evaluating the applicable accreditation requirements, including consideration of any relevant standards conformance evidence.
Assurance levels
In the Rule Validation Plans, the level of assurance for each relevant attribute must be recorded and assessed separately.
Requirements within the Identification Standards may vary depending on the level of assurance sought for an attribute. Where this applies, the relevant assurance requirements are identified within the assessment criteria and associated assurance level tables.
Independent Identification Management Evaluators should refer to the implementation guidance published with each Identification Standard to ensure controls are interpreted and assessed appropriately.
Overall evaluation
Once all applicable Rule Validation Plans have been completed, the Independent Identification Management Evaluator must provide an overall opinion on whether:
· the provider complies with the applicable Trust Framework Rules;
· where applicable, the provider complies with the relevant requirements in Part 2A: Identification Assurance Rules; and
· the service conforms with the applicable Identification Standards.
The overall evaluation should take into account the results of all completed Rule Validation Plans, supporting evidence reviewed during the evaluation, any current conformance assessments or certificates relied upon, and any additional information obtained through interviews, observations, validation activities, or testing.
The overall evaluation should clearly identify any Rules or standards requirements that have been assessed as not met or partially met, together with any recommended remediation actions or compensating controls identified during the evaluation.
Components of the rule evaluation plan
	Component
	Description

	Rule ID
	The Rule number

	Rule 
	The Rule in full

	Evaluation methodology
	How the independent evaluator will evaluate the effectiveness of the Rule. This will make use of the conformance workbooks

	Evaluation
	The opinion of the independent evaluator of whether the service provider has MET or NOT MET the requirements

	Comments
	Any specific comments related to the meeting of the Rule.  
This could include:
· the provider’s comments
· whether there are compensating controls in place to address the issue
· any other details to provide context on the issue

	Attribute/Information 
or Authenticator
	The attribute/information or authenticator being assessed

	Purpose
	The purpose for which the attribute/information is collected

	Risk indicated level
	The risk assessed or desired level of assurance to be met

	Assessed level achieved
	The actual level met. This represents the highest level achieved by all controls

	Notes
	Any additional notes, especially where the indicated and assessed levels differ
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[bookmark: _Toc235104902][bookmark: _Toc193728736]Independent identification management evaluation

	Overall evaluation
	Conclusion of the Independent Identification Management Evaluator

	The service is a service that the applicant can provide in a way that meets the service standards, and complies with the processes, specified in the TF rules.
	



Guidance service combinations
The evaluator must complete only the Rule Validation Plans relevant to the service combination in scope.
	Service combination
	Rule Validation Plans to complete

	Information Service (standalone)
	Information (Rule 5)

	Information and Binding Services
	Information + Binding (Rules 5 and 6)

	Credential Service (incl. Information & Binding)
	Information + Binding + Credential (Rules 5, 6 and 8)

	Authentication Service (standalone)
	Authentication (Rule 7)

	Authentication with Information & Binding
	Information + Binding + Authentication (Rules 5, 6 and 7)

	Facilitation and Authentication Services
	Facilitation + Authentication (Rules 7 and 9)



[bookmark: _Toc234327491][bookmark: _Toc235104903]Service scope (mandatory)
In accordance with the Practice Note: Scoping of Services, the provider must define the scope of the service(s) for which accreditation is sought. The evaluator must assess only what is within this defined scope.
Agreed service scope:
Insert provider-defined scope, including service boundaries, systems, third parties, and out-of-scope elements
Service types in scope
☐ Information service
☐ Binding service
☐ Authentication service
☐ Credential service
☐ Facilitation service
[bookmark: _Toc234327492][bookmark: _Toc235104904]Assurance framework selection – Rule 9C
Confirm which assurance framework the provider has applied consistently across all attributes (Rule 9C):
☐ Identification Standards (Information and Binding Assurance Standards)
☐ Trust Framework Assurance Rules – Part 2A 
[bookmark: _Toc235104905]Rule validation plan - Information services
Service rules – Information service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	5(1A)	
	A Trust Framework provider of an information service must provide attributes with a level of information assurance established in accordance with Rule 5(3).
	· Confirm the provider meets the Information Assurance requirements set out by the Standards or Rules.
	
	

	5(2)
	A Trust Framework provider of an information service must carry out an assessment of the information risk posed by its information service.
	· Confirm the provider has completed a risk assessment
	
	

	5(3)
 
	Levels of information assurance must be established in accordance with one of the following:
(a)	the Information Assurance rules set out in Part 2A; or 
(b)	the Information Assurance Standard under the Identification Standards.    
	· For 5(3)(a) – Only if provider is applying the Information Assurance rules set out in Part 2A
· Complete Worksheet - Information Assurance rules set out in Part 2A. For each attribute
· Confirm though observation that the service performs as documented.
· Confirm that the level of information assurance claimed for each attribute in the information service is correct.
	
	

	
	
	· For 5(3)(b) – Only if provider is applying the Information Assurance Standard under the Identification Standards.    
· Confirm the provider holds a statement of conformance with the Information Assurance Standard.
OR
· Confirm through review of documentation listed for Information Assurance Controls in the Information and Binding Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of information assurance claimed for each attribute in the information service is correct.
	
	


[bookmark: _Hlk197687530]


Worksheet - Information Assurance rules set out in Part 2A.
Table 1 – Information Assurance rule assessment. Complete for each attribute.
	Rule ID 
	Requirement 
	Evaluation Method 
	Assessment 
	Supporting Evidence/Evidence Reviewed
	Comments 

	9A(1) 
	Level of information assurance assigned to the attribute. 
	Confirm the provider has assigned an LoIA that is consistent with the nature and provenance of the evidence used. Verify the evidence source meets the minimum requirements for the claimed LoIA and that the provider can demonstrate why the attribute should be treated as self-asserted, indirect copy, direct copy, or equivalent to an authoritative source. Review attribute lineage, source documentation, assurance mappings, and evidence records to confirm the claimed LoIA has been correctly established and can be justified against the requirements of Rule 9A(1).
	Claimed LoIA:

☐ Met  
☐ Not Met 
	
	 
	 Confirm claimed LoIA

	9A(2) 
	Permitted evidence categories. 
	Confirm all evidence relied upon to establish the attribute falls within a permitted evidentiary category. Verify the provider can identify the specific evidence used, explain why it is permitted under Rule 9A(2), and demonstrate how it supports the claimed LoIA.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(3) 
	Requirements for physical documents or artefacts. 
	Where physical documentary evidence is relied upon, confirm the provider has documented procedures for examining document authenticity. Verify physical security features were assessed and that personnel performing checks were competent to identify signs of alteration, forgery, tampering, or fraud. Review examples of document validation records and evidence retention practices. Confirm the checks were performed at the time the attribute was established and that the results were retained sufficiently to support audit and re-evaluation.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(4) 
	Requirements for credentials, registers and databases. 
	Where electronic sources are used, confirm the provider validated the source's status at the time of verification. Verify procedures ensure credentials, registers, or database records are checked for currency, validity, suspension, expiry, revocation, or other conditions affecting reliability. Review system logs, screenshots, API responses, or audit records demonstrating these checks occur.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(5) 
	Requirements for statements used as evidence. 
	Where statements are relied upon, confirm the statement satisfies the requirements for the claimed LoIA. Verify the statement maker meets the applicable independence, standing, professional, or legal requirements. Confirm the provider has documented how the statement maker's identity, role, qualifications, authority, and standing were verified. Review completed declarations, verification records, and supporting procedures. Confirm the form of statement used is appropriate for the applicable assurance level (Basic, Standard, Strong or Very Strong) and satisfies all associated verification requirements.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(6) 
	Restrictions on third-party statements. 
	Confirm any third-party statement relied upon is independent of the individual to whom the attribute relates. Verify the provider has undertaken proportionate checks to establish the statement maker's reliability, accountability, and suitability. Review conflict management arrangements and evidence demonstrating why the provider considers the statement trustworthy and appropriate for the claimed LoIA. Review evidence demonstrating independence, including any conflict of interest declarations, independence assessments, or other controls used by the provider.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(7) 
	Passport-derived attribute requirements. 
	Where Rule 9A(7) applies, confirm compliance with Rules 9A(7)(a)–(d) and verify that appropriate technical, operational, and governance controls support the derivation process.
	☐ Met  
☐ Not Met 
☐ N/A	
	 
	 

	9A(7)(a)
	Unaltered security data
	Confirm passport security data was obtained directly from the passport chip or an authoritative source and has not been altered, modified, transformed, or reconstructed before verification. Review technical architecture, data flows, system controls, and audit evidence demonstrating the security data remains unchanged from capture through verification.
	☐ Met  
☐ Not Met 
☐ N/A	
	
	

	9A(7)(b)
	Cryptographic verification
	Confirm the provider cryptographically verified the authenticity of the passport security data using recognised passport validation processes. Review evidence of signature validation, certificate validation, trust anchor management, and verification outcomes. Verify cryptographic validation occurs before derived attributes are relied upon.
	☐ Met  
☐ Not Met 
☐ N/A	
	
	

	9A(7)(c)
	Integrity preserved
	Confirm controls are in place to preserve the integrity of passport security data throughout transmission, processing, storage, and attribute derivation. Review technical controls, integrity protections, logging, change controls, and security measures that prevent unauthorised modification.
	☐ Met  
☐ Not Met 
☐ N/A	
	
	

	9A(7)(d)
	Derived attributes consistent
	Confirm every attribute derived from passport data accurately reflects the verified source data. Verify transformation, mapping, extraction, and normalisation processes do not introduce inconsistencies. Review test evidence showing derived attributes match the underlying verified passport information.
	☐ Met  
☐ Not Met 
☐ N/A	
	
	


[bookmark: _Worksheet_-_Information][bookmark: _Levels_of_information]Levels of information assurance (LoIA)
Complete for all attributes.
	Attribute
	Purpose
	LoIA achieved (using Rules 9A and 9D)
	Method of LoIA establishment (Rule 9C)
	Notes

	
	
	
	TF Rules or ID Standards
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc193728737]
[bookmark: _Toc235104906]Rule validation plan - Binding services
Service rules – Binding service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	6(1)
	A Trust Framework provider of a binding service must provide attributes with a level of binding assurance established in accordance with Rule 6(3).
	· Confirm the provider meets the Binding Assurance requirements set out by the Standards or Rules.
	
	

	6(2)
	A Trust Framework provider of a binding service must carry out an assessment of the binding risk posed by its binding service.
	· Confirm the provider has completed a risk assessment
	
	

	6(3)
	Levels of binding assurance for attributes must be established in accordance with one of the following:
(a) 	the Binding Service Assurance rules set out in Part 2A; or 
(b) 	the Binding Assurance Standard under the Identification Standards.  
	· For 6(3)(a) – Only if provider is applying the Binding Assurance rules set out in Part 2A
· Complete Worksheet - Binding Assurance rules set out in Part 2A
· Confirm though observation that the service performs as documented.
· Confirm that the level of binding assurance claimed for each attribute in the binding service is correct.
	
	

	
	
	· For 6(3)(b) – Only if provider is applying the Information Assurance Standard under the Identification Standards.    
· Confirm the provider holds a statement of conformance with the Binding Assurance Standard.
OR
· Confirm through review of documentation listed for Binding Assurance Controls in the Information and Binding Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of binding assurance claimed for each attribute in the binding service is correct.
	
	





[bookmark: _Worksheet_-_Binding]Worksheet - Binding Assurance rules set out in Part 2A
Table 1 – Information Assurance rule assessment. Complete for each attribute.
	Rule ID 
	Requirement 
	Evaluation Method 
	Assessment 
	Supporting Evidence/Evidence Reviewed
	Comments 

	9B(1)
	Level of binding assurance assigned to the attribute.
	Confirm the provider has assigned a LoBA that is consistent with the strength of the binding process and evidence used. Verify the provider can demonstrate how the individual was bound to the attribute and why the resulting relationship satisfies the claimed LoBA. Review binding process documentation, assurance mappings, enrolment records, and evidence supporting the claimed level.
	Claimed LoBA: 
☐ Met 
☐ Not Met
	
	

	9B(2)
	Permitted binding factor categories.
	Confirm all factors relied upon to establish the binding fall within a factor category permitted by Rule 9B(2). Verify the provider can identify the factor or factors used, explain why they are permitted, and demonstrate how they support the claimed LoBA. Review factor inventories, enrolment workflows, technical controls, and supporting documentation.
	☐ Met 
☐ Not Met 
☐ N/A
	
	

	9B(3)
	Requirements for binding factors.
	Confirm the factors relied upon meet the requirements applicable to the claimed LoBA. Verify the provider has appropriately established ownership, possession, control, or knowledge of the factor. Review enrolment records, verification evidence, system controls, and operational procedures demonstrating the factor was properly linked to the individual.
	☐ Met 
☐ Not Met 
☐ N/A
	
	

	9B(4)
	Retesting requirements.
	Confirm the provider has documented circumstances requiring factor retesting and can demonstrate retesting occurs where required. Verify procedures address factor replacement, recovery, compromise, significant changes in risk, or other events that affect confidence in the binding. Review lifecycle management procedures, account recovery controls, retesting records, and audit logs.
	☐ Met 
☐ Not Met 
☐ N/A
	
	

	9B(5)
	Counter-fraud measures.
	Confirm the provider has implemented counter-fraud measures proportionate to the claimed LoBA and the risks associated with the binding process. Verify controls are designed to detect, prevent, or respond to impersonation, account takeover, synthetic identity activity, credential theft, factor compromise, and other forms of binding fraud. Review fraud policies, monitoring controls, detection mechanisms, risk assessments, and fraud incident records.
	☐ Met 
☐ Not Met 
☐ N/A
	
	

	9B(6)
	Repeat binding attempts.
	Confirm the provider has controls to identify, assess, and manage repeat binding attempts involving the same individual, attribute, factor, or credential. Verify repeat attempts are evaluated for indicators of error, fraud, abuse, compromise, or duplicate enrolment. Review duplicate detection controls, exception handling procedures, monitoring reports, and evidence demonstrating repeat binding attempts are appropriately managed.
	☐ Met 
☐ Not Met 
☐ N/A
	
	





[bookmark: _Levels_of_binding]Levels of binding assurance - LoBA.     
	Attribute/ Information
	Purpose
	Risk indicated LoBA
	LoIA achieved (using Rules 9B and 9E)
	Method of LoIA establishment (Rule 9C)
	

	
	
	
	
	TF Rules or ID Standards
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


[bookmark: _Toc193728738]

[bookmark: _Toc234327495][bookmark: _Toc235104907]Combined Level of Assurance (applicable only where an accredited service combines Information service and binding service) 
	Attribute/ Information
	Level of Information Assurance Achieved
	Level of Binding Assurance Achieved
	Combined Level of Assurance under Rule 9C(5)
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Authenticator_Strength][bookmark: _Toc235104908]Authenticator strength 
This section is applicable to Authentication Services and/or Credential Services which shared attributes with a Level of Binding assurance. Please complete all tables.
Table 1 – Authenticator Strength assessment
	Rule ID 
	Requirement 
	Evaluation Method 
	Assessment 
	Supporting Evidence/Evidence Reviewed
	Comments 

	9F(1) 
	Applicability of authenticator strength requirements. 
	Confirm the attribute LoIA and LoBA have been established under Rules 9A and 9B or the Identification Standards. Verify the attribute is being asserted, reused, or included within a credential and therefore falls within scope of Rule 9F. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(2)(a) 
	Authenticator registration undertaken. 
	Confirm authenticator registration has occurred and the authenticator is securely associated with the correct individual. Review registration workflows, enrolment records, system controls, and registration evidence. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(2)(b) 
	Authenticator strength requirements met. 
	Confirm the authenticator used to support assertion or reuse satisfies the minimum strength requirements. Verify the provider can demonstrate the authenticator strength achieved and how it was assessed. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(2)(c) 
	Same-session establishment requirement. 
	Confirm authenticator registration occurred in the same session in which information assurance and binding assurance were established. Review process flows, transaction records, audit logs, and system evidence. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(3) 
	Reuse or credential issuance applicability. 
	Confirm the service performs attribute reuse, credential issuance, or an equivalent function relying on previously established assurance. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(4) 
	Authenticator strength pathway selected. 
	Confirm the provider has selected an approved authenticator strength pathway and can demonstrate conformance. Review assurance design documentation, policies, and technical specifications. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(5) 
	Minimum authenticator strength achieved. 
	Confirm the authenticator strength achieved meets or exceeds the minimum strength required for the attribute assurance level. Review assurance mappings and authenticator classifications. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(8)-(9) 
	Session continuity requirements. 
	Confirm controls ensure continuity between authentication events and the authenticated session. Verify protections against session hijacking, substitution, replay attacks, and unauthorised transfer. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9F(10) 
	Assurance evidence retained. 
	Confirm sufficient evidence is retained to demonstrate conformance with Rule 9F and support independent audit. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 


Table 2 – Additional obligations when using NIST pathway
	Rule ID 
	Requirement 
	Evaluation Method 
	Assessment 
	Supporting Evidence/Evidence Reviewed
	Comments 

	9G(2) 
	Secure area controls. 
	Confirm the authenticator is contained within, or controlled by, a secure area protecting key material, enforcing access controls, and preserving authentication integrity. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9G(3) 
	Authenticator linked to attribute. 
	Confirm authenticator registration is explicitly linked to the correct instance of the individual's attribute and that linkage is documented and auditable. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9G(4) 
	Misuse and possession controls. 
	Confirm controls reduce the likelihood of local misuse, remote compromise, replay, unauthorised possession, or unauthorised use of the authenticator. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 

	9G(5) 
	Audit evidence retained. 
	Confirm evidence demonstrates conformance to the selected NIST AAL and the control obligations in Rule 9G, sufficient for independent evaluation. 
	☐ Met 
☐ Not Met 
☐ N/A 
	 
	 





[bookmark: _Toc235104909]Rule validation plan - Authentication services
Service rules – Authentication service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	7(1)
	A Trust Framework provider of an authentication service must undertake authentication assurance in accordance with the Authentication Assurance Standard under the Identification Standards. 
	· Confirm the provider holds a Statement of conformance with the Authentication Assurance Standard.
OR
· Confirm through review of documentation listed for Authentication Assurance Controls in the Authentication Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of authentication assurance claimed for each attribute in the authentication service is correct.
	
	


Levels of authentication assurance (LoAA)
	Authenticator
	Risk indicated LoAA
	Assessed LoAA achieved
	Notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





[bookmark: _Toc193728739][bookmark: _Toc231485228]Rule validation plan - Credential services
Service rules – Credential service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	8(1)
	All credentials issued by Trust Framework providers of a credential service must conform with the controls set out in the Credential Service Standard under the Identification Standards. 
	· Confirm if provider is applying the Information and Binding Assurance rules set out in Part 2A and:
· Complete Worksheet - Information Assurance rules set out in Part 2A. For each attribute
· Confirm that the level of information assurance claimed for each attribute in the information service is correct.
· Complete Worksheet - Binding Assurance rules set out in Part 2A
· Confirm that the level of binding assurance claimed for each attribute in the binding service is correct.
· Complete Authenticator Strength table 1 and 2.
· Confirm through review of documentation listed for Credential Establishment Controls in the Credential Establishment Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
OR
· Confirm the provider holds a valid Identification Standards Conformance Certificate with the Credential Service Standard.
OR
· Confirm through the Rule Validation Plans above, that the Credential(s) are using identification processes that comply with the:
· Information Assurance Standard (see Rule 5).
· Binding Assurance Standard (see Rule 6).
· Authentication Assurance Standard (see Rule 7).
· Confirm through review of documentation listed for Credential Establishment Controls in the Credential Establishment Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the levels of assurance claimed for each attribute in the credential service represent the correct LoIA, LoBA and LoAA values.
· Complete the levels of assurance table at the end of this Rule validation plan.
	
	

	8(1A)
	A Trust Framework provider may, for the purposes of complying with Rule 8(1), satisfy that rule in part by complying with requirements set out in Rule 5 and Rule 6. 
(a) For the avoidance of doubt, Rule 8(1) requires a Trust Framework provider to comply with the Credential Service Standard under the Identification Standards. Compliance with the Credential Service Standard includes compliance with: 
(i) the Information Assurance Standard; and 
(ii) the Binding Assurance Standard. 
(b) Despite Rule 8(1A)(a), a Trust Framework provider may: 
meet its information assurance obligations by complying with any option in Rule 5 and the requirements in Rule 9C; and 
meet its binding assurance obligations by complying with any option in Rule 6 and the requirements in Rule 9C.	
	
	
	

	8(2)
	All credentials issued must comply with one of the following: 
(a) W3C Verifiable Credential Data Model (latest version holding recommended status); or 
(b) ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or 
(c) ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	· Confirm the provider holds a current conformance certificate or statement issued by an authorised assessor.
OR
· Confirm through review of documentation, including the credential format questionnaire, and observation that the credentials issued comply with:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or
· ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	
	

	8(2A)
	A Trust Framework provider must ensure that attributes within the credentials it issues as part of its credential service: 
(a) conform to the Universal Coded Character Set specified in ISO/IEC 10646; and 
(b) without limiting Rule 8(2A)(a), in the case of attributes that describe an individual, organisation, or place, including personal names, organisation names, and place names, are capable of being created, stored, processed, and exchanged using: 
(i) UTF‑8 encoding as specified in ISO/IEC 10646; and 
(ii) the Latin‑1 character set as specified in ISO/IEC 8859‑1; and 
(c) are not subject to character encoding constraints that prevent the correct representation, processing, or interchange of characters permitted under the standards referred to in Rule 8(2A)(b).
	· Confirm through review of documentation and observation that the credentials issued conform with ISO/IEC 10646 for the:
· Universal Coded Character Set; and
· UTF-8 encoding.
· Confirm through review of documentation and observation that the credentials issued conform with ISO/IEC 8859-1 for the
· Latin-1 character set.
· Confirm that attributes in the credentials assessed are not subject to character encoding constraints that prevent characters in each attribute, permitted by these standards, from being represented, processed or interchanged.
	
	

	8(3)
	All Trust Framework providers of credential services must provide a means to revoke a credential issued by the provider. 
(a) Users must be able to revoke a credential issued to them. 
(b) Subjects must be able to revoke a credential containing their personal information, or organisational information. 
(c) Agents acting on behalf of a subject must be able to revoke a credential containing the personal or organisational information of that subject. 
(d) Revocation must occur as soon as practicable after a request is made by the user, subject or agent.
	· Confirm if the credential has an expiry date no later than 72 hours after the date it was issued.
· Confirm through review of documentation and observation that a mechanism exists to revoke a credential issued by a provider. Specifically:
· Users must be able to revoke a credential issued to them. 
· Subjects must be able to revoke a credential containing their personal information, or organisational information. 
· Agents acting on behalf of a subject must be able to revoke a credential containing the personal or organisational information of that subject. 
· Confirm through review of documentation and observation that revocation occurs as soon as practicable after a request is made by the user, subject or agent.
	
	

	8(3A)
	Rule 8(3) is not required if the credential issued by the Trust Framework provider has an expiry date no later than 72 hours after the issuance date.
	
	
	

	8(4)
	All credentials must be verifiable for validity by relying parties. 
(a) Credential verification activity must not be tracked or correlated by the Trust Framework providers.
	· Confirm through review of documentation and observation that all credentials must be verifiable for validity by relying parties, and that Credential verification activity must not be tracked or correlated by the Trust Framework providers.
	
	

	8(5)
	All Trust Framework providers of credential services must publish the standards and formats their service supports on a publicly available website.
	· Verify that the standards and formats that the service supports are published on a publicly available website.
	
	

	8(6)
	All Trust Framework providers of credential services must ensure: 
(a) issuing authority certificates or root certificates used for their credential service(s), are not used by any other non-accredited service; and
(b) a distinct cryptographic trust chain for their accredited credential service is maintained.
	· Confirm through review of documentation and observation that the provider has:
· authority certificates that are not used by another non-accredited service; or
· root certificates that are not used by another non-accredited service.
· Confirm that the provider can maintain a distinct cryptographic trust chain for their credential service.
	
	

	8(7)
	All Trust Framework providers of credential services must not enable, accept, or fulfil a request for server retrieval during credential presentation.
	· Confirm through review of documentation and observation that credentials cannot accept or fulfil a request for server retrieval when presented.
	
	


Levels of assurance
	Attribute/ Information
	Purpose
	Risk indicated LoIA, LoBA, LoAA
	Assessed LoIA, LoBA. LoAA achieved
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Service rules – Facilitation service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	9(1)
	Trust Framework providers of facilitation services must establish facilitation mechanisms in accordance with the Facilitation Service Standard under the Identification Standards. 

	· Confirm the provider holds a valid Identification Standards Conformance Certificate with the Facilitation Service Standard.
OR
· Confirm through the Rule Validation Plans above, that the Facilitation mechanism is using identification processes that comply with the Authentication Assurance Standard.
· Confirm through review of documentation listed for Facilitation Service Controls - facilitation mechanism establishment (Part 1) in the Facilitation Mechanisms Conformance Workbook that the service meets the requirements. 
· Confirm though observation that the service performs as documented.
	
	

	9(2)
	Facilitation mechanisms must be able to hold credentials of at least one of the credential formats listed in rule 8(2).
	· Confirm through review of documentation, including the credential format questionnaire, and observation that the facilitation mechanisms can hold at least one of the following credential formats:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version) or
· ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	
	

	9(3)
	Users must be enabled to remove a credential from a facilitation mechanism at any time.
	· Confirm the provider holds valid Identification Standards Conformance Certificate with the Facilitation Service Standard.
OR
· Confirm through review of documentation and observation that users must be enabled to remove a credential from a facilitation mechanism.
	
	

	9(4)
	Trust Framework providers of facilitation services must present credentials in accordance with the Facilitation Service under the Identification Standards. 
	· Confirm the provider holds a valid Identification Standards Conformance Certificate with the Facilitation Service Standard.
OR
· Confirm through review of documentation listed for Facilitation Service Controls - credential presentation (Part 2) in the Facilitation Mechanisms Conformance Workbook that the service meets the requirements. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the levels of assurance claimed for each attribute in the facilitation service represent the correct LoIA, LoBA and LoAA values.
· Complete the levels of authentication assurance – LoAA table at the end of this Rule validation plan.
	
	

	9(5)
	All credential presentations must comply with at least one of the following: 
(a) W3C Verifiable Credential Data Model (latest version holding recommended status); or  
(b) ISO 18013-5: Mobile driving licence (mDL) application (latest published version) if the presentation is in person; or
(c) ISO 18013-7: Mobile driving licence (mDL) add-on functions (latest published version) if the presentation is not in person; or
(d) A presentation standard published in the ISO 23220 series.
	· Confirm through review of documentation and observation that all credential presentations comply with one of the following:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or 
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or 
· ISO 18013-7: Mobile driving licence (mDL) add-on functions (latest published version); or
· A presentation standard published in the ISO 23220 series. 
	
	

	9(5A)
	Online credential presentation may include use of the W3C Digital Credentials API. 
(a) For the avoidance of doubt the Digital Credentials API is optional and does not preclude the use of other permitted credential presentation protocol supported by the standards listed in Rule 9(5).
	· Confirm through review of documentation and observation if credential presentations include use of the: 
· W3C Digital Credentials API.
	
	

	9(5B)
	A Trust Framework provider must ensure that any transformation or interoperability process preserves character fidelity in accordance with standards referred to in Rule 8(2A).
	· Confirm through review of documentation and observation that the facilitation mechanism ensures any transformation or interoperability process preserves character fidelity by conforming with ISO/IEC 10646 for the:
· Universal Coded Character Set; and
· UTF-8 encoding.
· Confirm through review of documentation and observation that the facilitation mechanism ensures any transformation or interoperability process preserves character fidelity by conforming with ISO/IEC 8859-1 for the
· Latin-1 character set.
	
	

	9(6)
	Credential presentation must only include attributes the user has authorised and the related metadata required to facilitate the transaction.
	· Confirm the provider holds a valid Identification Standards Conformance Certificate with the Facilitation Service Standard.
OR 
· Confirm through review of documentation and observation that credential presentation only presents the attributes a user has authorised.
· Confirm through review of documentation and observation that credential presentation only presents related metadata required to facilitate the transaction.
	
	

	9(7)
	All Trust Framework providers of facilitation services must publish the standards their service supports on a publicly available website.
	· Verify that the standards and formats that the service supports are published on a publicly available website.
	
	

	9(8)
	Facilitation mechanisms must not allow server retrieval of any data contained in a credential presentation, at the time of the presentation.
	· Confirm through review of documentation and observation that no server retrieval of any data contained in a credential presentation, as the time of presentation.
	
	

	9(9)
	Facilitation mechanisms should not enable flash pass credential presentations.
	· Confirm through review of documentation and observation that the facilitation mechanism does not enable flash pass credential presentations. If flash pass is enabled, provide commentary i.e. rationale, what is displayed and if any mechanisms to prevent duplication (i.e. screenshotting) have been employed.
	
	

	9(10)
	All Trust Framework providers of facilitation services must notify users whether a relying party intends to retain the attributes requested during a credential presentation, where that information is made available by the relying party or verifier.
	· Confirm through review of documentation and observation that: 
· a notice to users of the facilitation mechanism is presented during a credential presentation in the facilitation mechanism
· the notice explicitly states the attributes requested during that credential presentation
· the notice explicitly states the relying party intends to retain those attributes requested during that credential presentation.
	
	



Levels of authentication assurance (LoAA)
	Authenticator
	Risk indicated LoAA
	Assessed LoAA achieved
	Notes
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The following documents were reviewed to inform this evaluation:
	Document name
	Version
	Date

	
	
	

	
	
	

	
	
	

	
	
	


The following interviews, observations and visits were held to inform this identification management evaluation:
	Interviewee/s
	Date

	
	

	
	

	
	

	
	


The following evidence was provided to support the evaluation, which is relevant to this evaluation.
You may include here any of the following that are not recorded in separate documents:
· Relevant checklists available from https://www.digital.govt.nz/standards-and-guidance/identity/identification-management/identification-standards/conforming-with-the-identification-standards 
· Any screen shots you take of the provider systems.
· Notes you make of discussions or interviews with representatives from the provider.
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	Term
	Definition

	Authentication service
	A service that enables a user to use an authenticator to access a service, for example a log-in service or a 2–factor authentication service.

	Authenticator
	Means information or another thing, for example a password, a personal identification number, or a fingerprint, that:
a) Is known to, or possessed or controlled by, a user.
b) Is bound or otherwise linked to the user during an interaction with a service.
c) Can be used by the user during subsequent interactions with the service to prove the user is the same person.

	Bind
	In relation to personal or organisational information, means to securely link it to the correct individual or organisation by checking that it relates to that individual or organisation.

	Binding service
	A service that binds personal or organisational information.

	Credential
	A digital record of bound personal or organisational information, for example a digital vaccination record, that can be:
a) Accepted by a Relying Party or another person as being valid without further verification of the information itself.
b) Relied on by a Relying Party or another person.

	Credential service
	A service that creates a reusable credential.

	Facilitation
	Means the processes that support users to claim, hold and manage their credentials, and to share or present their credentials with relying parties.

	Facilitation mechanism
	Means a product that can facilitate the presentation of one or more credentials (fully or partially) in response to a request from a Relying Party. Examples include digital wallets.

	Facilitation service
	A service that uses a facilitation mechanism to enable a user to present a credential to a Relying Party.

	Trust Framework Provider
	An accredited provider of any digital identity service. The definition is defined in section 5 of the Digital Identity Services Trust Framework Act 2023
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