


















Greater confidence in 

publicly accessible 

information systems

Greater confidence of information privacy and 

security in agencies

Greater confidence of 

information privacy and 

security across the state 

sector

Initial improvements to privacy and security 

practice and capability within agencies

Develop and pilot streamlined framework 

to enable consistent practice across the 

state sector 

November 2012 – September 2013

Implement  

framework  

Security testing of 

high risk PAIS 

completed

Implement 

incident response 

approach

Privacy 

Toolkit 

published

Implement GCIO 

Assurance 

framework 

Pilot and implement 

Privacy assessment 

tool

Monitor agency 

improvement 

plans

Implement standards, 

policies and 

procedures

Agency 

improvement 

plans in place

Align monitoring and 

reporting to 

standards, policies and 

procedures

Align audit to 

standards, 

monitoring and 

reporting

Communicate 

assurance roles and 

functions

Consistency of practice across the State Sector

Improved capability in agencies

Improved awareness and 

understanding in agencies

Risk assessments 

of  PAIS 

completed

COMPLETE

Ongoing support to 

framework to embed 

practice into 

organisations
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Appendix A: Plan of action to improve information 

privacy and security across the State sector

All low and 

medium risk PAIS 

security tested

Develop  standards, 

policies and procedures 

for information security

Expectations 

for agencies set

October 2013 – June 2014 July 2014 – April 2015

LEGEND

Completed

Underway

In development

Develop GCIO 

Assurance 

framework

GCIO Assurance 

role

Implement assessment 

tools aligned to 

standards, policies and 

procedures

Support uptake with 

education and 

guidance 

Embed GCIO 

Assurance 

framework

Implement  standards, 

policies and procedures 

for information security

Develop  monitoring 

and reporting 

processes for privacy

Security services 

panel established
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Cross government programme to improve Privacy and Security across the State Sector

GOVERNMENT PRIORITY – Delivering Better Public Services (effective and efficient)

LONG TERM OUTCOME:  To enhance trust in government and confidence in the performance of state sector organisations

Privacy Leadership 

Programme

(underway)

Streamlined framework to enable consistent 

privacy and security practice across the sector 

(being developed)

Co-ordination of agency 

response to GCIO Review 

of Publicly Accessible 

Systems

(underway)

What does this give us?

Greater confidence in the 

security of publicly accessible 

information systems, greater 

understanding of security 

practice and governance within 

agencies and a benchmark to 

measure improvement from. 

Improve practice in security 

systems and governance within 

agencies

What does this give us?

An overall framework for 

information management 

(including privacy and 

security) to enable 

sustained improvement.

Lift performance in privacy 

management across the state 

sector

Establish networks of people 

with responsibility and expertise 

to enhance capability

Publish guidance and examples 

of practice for agencies to use.

Implement a Privacy 

Assessment tool to enable  

effective governance and risk 

assurance in the state sector

What does this give us?

Sharing of practice and experience 

to drive consistency

A tool to enable agencies to 

assess and build capability, 

providing a benchmark to measure 

improvement from

Cyber Security Plan

(in final phase)

Required agencies to self 

assess against core 

mitigations,  identify high 

value information assets, 

prioritise security 

improvements 

Promoted cross agency 

awareness raising

What does this give us?

Created a platform for 35 

agencies to self-assess 

their cyber security 

practices 

Support agencies to take 

practical steps to identify  

and protect against 

cyber threats

Implement measures to lift 

maturity of security practices 

and strengthen controls

Test and ensure controls in 

place for PAI systems

Assist agency access to 

scarce security resources

What does this give us?

A framework that sets appropriate and fit for purpose expectations 

for privacy and security, supports agencies to meet the 

expectations; monitors and measures progress and intervenes 

when necessary.

Monitoring and 

assurance for privacy

Identify monitoring 

and reporting 

mechanism to test and 

measure improvement 

in privacy practice and 

capability across 

agencies.

Build this mechanism 

around the Privacy 

Assessment Tool.

Protective security 

policy framework

An overarching 

framework 

(incorporating SIGS, 

NZISM and PSM) to 

help agencies achieve 

mandatory 

requirements and 

develop a security 

culture.

Supported by 

education, guidance, 

monitoring, reporting 

and assurance 

mechanisms. 

GCIO ICT Assurance 

Function

A system-wide view of 

the status of ICT risk 

and technology-

enabled business 

processes across 

government.

Identifies where 

interventions may be 

needed and actively 

supports agencies 

where necessary.

Strategic Information 

Management Project 

(being developed)

A co-ordinated, forward 

looking approach to 

information 

management across 

government

Develop an all-of-

government 

information 

management 

framework as set out 

in the ICT Strategy and 

Action Plan. 

Improved capability, consistency of practice and greater confidence of information privacy and security across the State sector

LEAD:  GCIO

LEAD:  STATISTICS NZ
LEAD:  SSC / GCIO LEAD:  NZSIS LEAD:  GCIO LEAD:  DIA

Overseen by 

Information Privacy 

and security 

governance group

Overseen by other 

governance 

arrangements

On-going work to promote 

cyber security awareness and 

practice becomes part of the 

framework

Information from agencies is 

an input to the GCIO 

assurance function

APPENDIX B

LEAD:  NCSC / DIA (with 

support from NCPO)
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